CepBuc :
MHOIMOQAKTOPHON
AQYTEHTNOUMKALNIA

LleHTpanm3aoBaHHOA 3AWNTA
% neprMmeTpa C NCMNONb3OBAHVEM
OBNAUHbIX TexHonornm MFEA

OnncaHme n o63op

Vil o0



Vid viron

O6Nna4YHbIN cepBUC

MHOIOPAKTOPHOUN AYTEHTUPUKALINU
ANA OU3Heca

YCnneHHasa 3aWmMTa KOPNopATBHbIX AOHHbIX

MHorogakTopHas BbICTPbIV CTAPT: NOAKAIOUEHME 30 1 AeHb
AYTEHTNOUMKALUNSA S3HAUYNTENBHO 3
NOBbILIJET 6€830MACHOCTD «  NOCTYMNHOCTb cepBlrca 9999%: paTa-LeHTpbl Ha TeppuTopuin PO
KOPMNOPATNBHbIX AQHHbDbIX = CHIKeHMe KannTAanbHbIX 3aTPAT HA obecnedeHune /b
30 CUET X nepeBona B paspes OPEX
W *  bes3 cnoXkHbIX Npoueayp PA3BEPTLIBAHVSA B BALWWEV MHOPACTRYKTYPE

[TonHOCTbIO B6epemM HO cebqa YNPABNEHVE VI OOCN\DKNBOHNE
CHmKeHne PrHOHCOBbIX

*  BbICOKIWIN YpOBEHb ABTOMATU3ALMVIN PYTUHHbBIX 30404
N1 PEernyTauoHHbIX PNCKOB
KOMMOHWI -  CooTBETCTBME BCEM TPEOBOBAHNAM BE30MNACHOCTU



Vil -0

O6nayHaa nnatTdopmMa
MHOIMOQPAKTOPHOIW AYTEHTNPUKALNIA

ABTOMOTNYECKN CUHXPOHN3NPYIITE NONb3OBATENE
N3 LEeHTPANBHOIO KOTANOIa

CurHXpoHn3auus
MONb3OBATENEWN,
Cnyx6a —=—=—) AreHT rpynn G I=
. — — -
F((I?I;GAII;(;FOB &~ @.—:5 EBI—AXFLDOHVBCIU.VM & > o =] qyTeHTUdMKALMM = XXypHan cobbiTuin
KopnopaTnBHASA CETb IHPpPACTYKTYPA CcepBrCa
5 AyTeHTudmkKaums —
®®® KoprnopoTueHble 8:=_| Be6 koHcons =l EEienreit
<& < > o=V LR, camoobenykunBaHms
@®® NPUNOXKEHUS fj yrpaBNnEHUs O NB30BATONS




[lopKNIOUYAUTE HECKONDKO
OUNNANOB K LEHTPANN3OBAHHOU
KOHCONU yrnpaBNeHUS

Vid viron



/IHTerpaunm
NNATPOPMbI

[TpoToKOoN Radius

LLIno3 Radius

Web API

%E@]

CepBepbl
AYTEHTNPUVKALMNIA

LleneBon
pPecypC

[Tonb30BATEND

[MpoTtokon Microsoft ADFS

Microsoft
Active Directory

Web API

LleneBown
pecypc

[Tonb3oBATEND

CepBepbl
AYTEHTNPUKALMNIA

Vil o0

MpoTtokon SAML | OIDC Ha 6a3e KeyCloak

Web API

%E@]

KeyCloak CepBepbl

AYTEHTPVKALMNIA

LleneBon
pecypc

[Tonb30BATEND

LDAP Proxy

LleneBoi LDAP
pecypc KATANOI

Web API

[Tonb3oBATEND

CepBepbl
AYTEHTUNPUKALMNIA



Bbibupaute

N3 LLUMPOKOIro Cnucka
AYTEHTUPUKATOPOB

Indeed Key

|OS n Android

MobunbHoe npunoXxeHne Indeed Key é

|
|

OpnHopa3oBble NMAPONm

AnnapaTHble U NPOrpPAMMHbIE€ TOKEHDI

reHepaLunm oAHOPA3OBbIX MAPONEN
no npotokonam: OATH, TOTP n HOTP

OpHopa3szoBblie Koabl no SMS, Emaiil,
Telegram

MFA

Pa3snunyHblie
TEXHONOIMN MOXXHO
O6beAVHATDb

B OAMH CMNoco6
ayTeHTUudUuKaAUnW,
peanm3ysa TOKUM
06pa3om
MVYNbTUPAKTOPHVIO
AyTeHTUPUuKaALuIo

Vil -0

% AMNApaTHblE TOKEHBI

% RFC-coBmecTnMbie reHapaTopbl OTP

OTnpaska Ha nouty, SMS, Telegram,
ronoc, VK, Express




/Icnonb3yute yaob6HVI0
KOHCONb \NpaBNEHUS

Vid viron



" MHOMO
4TO Bbl NONYUYUTE

NP NOAKNIOYEHUU K cepBucy?

NMUEeH3pPOoBAHUE MO KONMYECTBY MONb3OBATENEWN

C OrpaHUYEeHHbIM cpoKoM pencteua (3, 6 nnm 12 mecsaues)

OAHAO NMLEeH3UA NO3BONAET UCMONb3OBATD: B nakeT ycnyr BKNIOUEHO:
® 1 annapaTHbIA TOKEH ® Becb dyHKUMOHAN N3penmnsa (TOKEHA)
@® 3 nNporpaMMHbIX TOKEHO ® KnacTepmnsauuns
ANA BCEX \Y3NOB N3AENNS (TOKEHA)

® 1SMS-TOKEH

5 ® becnnatHble areHThbl
® 1 nouToBbLIVI TOKEH B HEOBXOAMMOM KONNYECTBE
® 1 Telegram-TokeH ® TexnopnepxKKa 24/7



"MHJ:IMJ:I.
[ loaKNnOUNTECH

K ObNAOYHOMVY CepBUCY
MHOIrOpAKTOPHOU
ayteHTudukaumm (MFA) 3a 1 peHb

3 mecsaua noanuckn ana 200 nonb3osaTenen B NOAAPOK
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